2 PHP

3.1

Web

3.1.1

PHP4
4
string trim ( string str [, string charlist]) str
string Itrim ( string str [, string charlist]) str
string rtrim ( string str [, string charlist]) str
string chop ( string str [, string charlist]) rtrim()
str charlist
" \t \n \r
\0 “L “ad
ASCII a d abocd
trim()
<l-- trim.php-->
<?php
$init_str =", 8 1./
echo $init_str."#<br>";
$trimmed_str = trim(Sinit_str); I 8 1.
echo $trimmed_str."#<br>";
$trimmed_str = trim(S$init_str,", .");//" 8 1"

~No ob~h WON B

(e¢]

echo $trimmed_str."#<br>";
$trimmed_str = trim($init_str,’, .0..9");//" 8 " 0.9

©

10 echo $trimmed_str."#<br>";
11 2>

5 trim()
7 trim()



9 trim() “ 0.9" 0 9 ASC

Itrim() rtrim() trim() chop() rtrim() rtrim()
3.12
SQL SQL
Cy PHP
string addcslashes ( string str, string charlist) str
charlist Y

string stripcslashes ( string str) Y

1 <I- addcslashes.php-->

2  <?php

3 $init_str = "select * from Books where name = 'PHP

4 echo $init_str."#<br>";

5  $new_str = addcslashes($init_str,"");

6  echo $new_str."#<br>";

7  Sinit_str2 = stripcslashes($new_str);

8  echo $init_str2."#<br>";

9 ?>

5 $init_str L Y 9

3.13 HTML
HTML HTML

‘&' '&amp;'

13 ny I& quot;l
Cr '&#039;'
|<| I&It;l
> &t
‘&' HTML '‘&amp;’ “ <a

href="test"> </a>" HTML “ &lt;ahref=&#039;test& #039;& gt; Test& It;/a& gt;”
PHP HTML

string htmlspecialchars ( string str [, int quote_style [, string charset]]) HTML

string htmlentities ( string str [, int quote_style [, string charset]]) HTML

string html_entity _decode ( string str [, int quote_style [, string charset]])
HTML
str guote_style
{ ENT_COMPAT , ENT_QUOTES, ENT_NOQUOTES}



ENT_COMPAT charset

PHP4 31
3.1 PHP4
1SO-8859-1
1SO-8859-15
UTF-8 ASCII
cpl252 Windows
BIG5
GB2312
BIG5-HKSCS
Shift_JIS
EUCJIP
htmlentities() HTML
html_entity decode() HTML 31
1 <I-- HTML htmlspecialchars.php-->
2  <?php
3 $orig =" <b><font color=red> </font></b>";
4  $a = htmlentities($orig,ENT_COMPAT,"GB2312");
5  $b = html_entity_decode($a);
6  echo $a; // I'll &quot;walk&quot; the &It;b&gt;dog&lt;/b&gt; now
7 echo $b; // I'll "walk" the <b>dog</b> now
8 >
ic ek s = IE 5
TR SN F&T W TALT WEy "
L L Ir [T T ————— e L B R
| RS ' il
£ | TH LE o T fe—

31 PHP HTML

html_entity _decode() PHP4.0.3
HTML nl2br()

get_html_translation_table()

314

“ 2005-01-01 12:59:59" ‘o o PHP

array split ( string pattern, string str [, int limit])
pattern str limit
3.2

“ 2005-01-01 12:59:59”
<l-- split.php-->
<?php
$date = "2005-01-01 12:59:59";
list ($year,$month,$day,$hour,$minite, $second) = split ('[- :]',$date);
echo "{$year} {$month} {$day} {$hour} {$minite} {$second} <br>\n";

a b W NP



“2005 01 01 12 59 59 ” 4 split
‘o ‘o 5
split preg_split() explode() implode() chunk_split()
wordwrap()
3.15
PHP
fprintf() C
string sprintf(string format, mixed [argg]...);
format ‘%
format ‘%
1 <I- sprintf.php-->
2 <2
3  $name="
4 $moneyl = 68.75;
5  $money2 = 54.35;
6  $money = $moneyl + $money?2;
7 $money "123.1";
8  $formatted = sprintf ("%s %01.2f ",$name, $money);
9  echo $formatted;  // 123.10
10 2>
6 $money 123.1 8 sprintf %01.2
sprintf() printf() sprintf() sscanf() fscanf() vsprintf()
number_format()
3.16
“ 2005-01-01 12:59:59"
PHP
string substr ( string str, int start [, int length]) str
start
start start
string substr_replace ( string str, string replacement, int start [, int length])
replacement
substr() “ 2005-01-01 12:59:59”
substr_replace() “ 2006”
1 <I- substr.php-->
<?
$date = "2005-01-01 12:59:59";
$time=substr($date,11,8); // "12:59:59" 11 8

echo "time:$time<br>";

echo "new date:$new_date";

o ~NOo O WN

7>

$new_date=substr_replace($date,"2006",0,4);



3.1.7

strpos()
int strpos ( string str, char needle) needle
strpos()
“ @n QI’SU’()
1 <!l strpos.php-->
2 <?
3 $email = "zhangsan@php.net";
4 $i=strpos($email,'@");
5 $name=substr($email,0,$i);
6 echo $name;
7 ?>
strpos() @ 5 substr()
3.18
strlen() int strlen ( string str)
Str
“ lisi@php.net”
1 <I-- strpos.php-->
2 <?
3 $email = "zhangsan@php.net";
4 $i=strpos($email,'@");
5 $name=substr($email,0,$i);
6 $email=substr_replace($email,"lisi",0,strlen($name));
7 echo $email;
8 ?>
3.19 ASCII
ASCII
ASCII
ASCII

string chr (\int ascii) ASCII
int ord ( string string) ASCII

<I--ASCII chr.php-->

<?

>

$letter = chr(65); IIA
$ascii=ord(‘A"); 1165
echo $letter;

echo $ascii;

PHP



3.1.10

PHP
int strncmp ( string strl, string str2[, int len])
stri>str2
strl=str2 0 stri<str2
1 <l--AScCll chr.php-->
2 <?
3 $str1="China";
4 $str2="Beijing";
5 $i=strcmp($strl,$str2);
6 echo $i; /11
7. ?>
stremp() strcasecmp() strnemp() strncasecmp()
strnatcasecmp() strstr()  natsort()andnatcasesort()
3.111
stremp()
PHP
string strtolower ( string str) str
string strtoupper ( string string) str
string ucfirst ( string str) str
string ucwords ( string str) str
1 <l-- Upper_Lower.php-->
2 <?
3 $stri="shandong province";
4 $str2="China";
5 $stri=ucwords($strl);
6 echo $stri; //Shangdong Province
7 $stri=strtoupper($strl);
8 echo $stri; /ISHANGDONG PROVINCE
9 $str2=strtolower($str2);
10 echo $str2; /[china
11 2>
3.1.12
PHP PHP4
PHP

PHP



3.2

PHP Perl
PHP
3.2.1
1 <!l validate_emaill.php-->
2  <?php
3  function validate_email1($email)
4
5 $hasAtSymbol = strpos($email, "@"); /I @
6 $hasDot = strpos($email, "."); I .
7 if($hasAtSymbol && $hasDot && $hasAtSymbol<$hasDot )
8 return 1;
9 else
10 return O;
11 }
12 echo validate_emaill("tom@php.net"); [ltrue
13 echo validate_emaill("tom@php"); /[false
14 2>
validate_email1()

1 <!l validate_email2.php-->
2  <?php
3  function validate_email2($email)
4 |
5 return (int)ereg("\[a-zA-Z]+@[a-zA-Z]+\.[a-zA-Z]+$", $email);
6 }
7  echo validate_email2("tom@php.net");  /itrue
8 echo validate_email2("tom@php"); /lfalse
9 2>

vaidate email1()

ereg()

ereg() “ NazA-Z]+@[a-zA-Z]+H\ [azA-Z]+$"

[azA-Z] @



3.2.2

PHP

bool ereg ( string pattern, string string [, array regs]) ,

pattern true false
string ereg_replace ( string pattern, string replacement, string string)
pattern
bool eregi ( string pattern, string string [, array regs]) ereg
string eregi_replace ( string pattern, string replacement, string string) ereg_replace

array split ( string pattern, string string [, int limit])

array spliti ( string pattern, string string [, int limit]) split
PHP
3.2.3
1
PHP “ ~ “ ~hello” “ hello”

<?php echo ereg(**hello”, "hello world!"); ?>  //true

“ true’ “ helloword!” “ hello”
<?php echo ereg("*hello", "i say hello world"); ?> /[false
false hello " | say hello world”
2
PHP “ & “ world$’ “ world”
<?php echo ereg("world$", "hello world!"); ?> [ltrue
“ true’ “ helloword!” “ world”
<?php echo ereg("world$", "i say hello php"); ?> /[false
false world " | say hello php”
3
PHP “ '11 “ '11
<?php echo ereg(".", "something"); ?> [ltrue

“ true” “ something”



<?php echo ereg(".", ™); ?>
false

“ {n}” n
“ {3} 3

<?php echo ereg(".{3}", "abcd"); ?>
<?php echo ereg(".{1,3}", "aa"); ?>

“ true’

<?php echo ereg(".{4}", "aaa"); ?>
false

13 .11 13 /\11 13 $”

“ /\.{ 3} ”

<?php echo ereg(".{3}$", "baaa"); ?>

“ true’

<?php echo ereg(".{3}$", "ab"); 2>
false

5 0-n

PHP * *” 0-n

<?php echo ereg("a*", "aaa"); ?>

“ true’
<?php echo ereg("a*", "bbb"); ?>
true
6 1-n

PH P “ +n 1_n

<?php echo ereg("a+", "aaa"); ?>

“ true’
<?php echo ereg("a+", "bbb"); 2>
false
7 0
PHP “ 7 0 1

<?php echo ereg("a?", "a"); ?>
<?php echo ereg("a?", "bb"); 2>
“ true”

<?php echo ereg("a?", "aa"); ?>
false
8
PHP “ [start-end]”
a z

<?php echo ereg("[a-z]+$", "abc"); 2>

true’

[[false

“ {mn}”
“ {13}

[ltrue
[ltrue
113 m!

[[false

“ {3¥

[ltrue
“ baad’
[[false

a”

[ltrue
113 m"
[ltrue

“ bbb

at

[ltrue

“ Ul

aga
[[false

“ bbb”

“ ar71

Ul “

a bb”

/lfalse

bbb”

start-end

[ltrue

1 aan



<?php echo ereg("[a-z]+$", "ABC"); ?> //false

false “ bbb” 1-n “a
9
PHP “ (wordljword?2|...)" wordl word2
“ (wang|zhang)” “ wang® “ zhang”
<?php echo ereg("(wang|zhang)+$", "wang and zhang"); ?> //true
“ true’ “ wang and zhang” “ wang’” “ zhang’
<?php echo ereg("(wang|zhang)+$", "shi and jing"); ?> /lfalse
false “ shi andjing” “ wang” “ zhang”
10
C * [[:space]]”
“ 1[[:space]]am” “lam’
11
(wang|zhang)
13 \H

<?php echo ereg("[a-zA-z]+\|[a-zA-z]+$", "wang|zhang"); ?>
/\l $l (!)1 "y [l |’*! ?’ +1\and{

3.24 1 URL

PHP URL URL
http://www.php.net [ 1:1www].[ ].[com|netjorg...]

“ Ahttp://(www\ ) 2.4\ .(com|netjorg)$”

“ Ahttp://” “http:/” ¢ (www\ )P 0-1
“owww” R o o\
“ (com|netjorg)$” com net org
URL

1 <l-- URL validate_url.php-->

2 <?php

3  function isValidDomain($domainName)

4 |

5 return (int)ereg("”(http|ftp)://(www\.)?.+\.(com|net|org)$", $domainName);

6 }

7  echo isValidDomain("http://www.somesite.com"); 11

8 echo isValidDomain("http://somesite.com”); /11

9 echo isValidDomain("http://www.somesite.fr"); /10

10 echo isValidDomain("www.somesite.com"); /110

1 2>



3.2.5 2

PHP +86
0LOXXXXXXXX [+86] [010][ ]

“ A\+86[[:space:]]010[0-9]{ 8} $’

13 /\\+86” 13 +86" 13 [[:$me:]]ﬂ
“ [0_9]{ 8} $!!
1 <I- validate_phone.php-->
2  <?php
3  function isValidPhone($phoneNum)
4 |
5 echo (int)ereg(""\+86[[:space:]]J010[0-9]{8}$", SphoneNum);
6 }
7  echoisValidPhone("+86 01012345678"); /11
8 echoisValidPhone("+86 010123456789"); /10
9  echoisValidPhone("+86 0101234567a"); /10
10 ?>
3.3
PHP
3.3.1
1
2
3
4
5
6
PHP
$Iig e arrw( “ ” , 13 ” , “ ” , 13 !!’ “ ” );
echo $list[4]:
C PHP 0 1



3.2.1

PHP array()
array array ( [mixed data...])
data PHP
data
“o=>" “ index => values’
0
+1
$array = array( 1, 2, 3, 4, 5, 8=>6, 4=>7, 8, 3=>9);
print_r($array);
Array ([0]=>1[1]=>2[2]=>3[3]=>9[4]=>7[8]=>6[9]=>8)
3 9 4 8
8 9 8 print_r()
$items= array (
"=>array (* ", "¢ "),
" => array ("a"=>" N " eh=> ",
" =>array (" ", 5=>" ", "snoopy")
)i
print_r($items);
Array (
[ I=>Amay(0]=>" " =" " =" " @B=>" ")
[ ]=>Array([a] => [b] => [c] => )
[ ] => Array ([0] => [5] => [6] => snoopy )
)
array() list() list()
0
3.1.2

“ ” PHP array_walk()

bool array_walk ( array array, callback function [, mixed userdata])
array_walk()

function() function array
userdata
function TRUE FALSE



items “
<l-- array_walk.php-->
<?php
$items= array ("a"=>" " pr=>"
function walk(&$my_array, $key) {
if($my_array==" ")
$my_array = "$my_array:OK";
echo "($key)$my_array<br>";
}

array_walk($items,"walk");

© 00 N O b WN P
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?>

@)
(b)
(c)
function()
function()

:OK

function
array_walk() function
PHP3.0.3

PHP 4.0

array_walk()

3.1.3

array_walk()

foreach(array_name as $value) statement
foreach(array__ name as $key => $value) statement

foreach for
array_name
3.12
1 <!l foreach.php-->
2  <?php
3 $items= array ("a"=>" ", "b"=>"
4 foreach ($items as $key => $value) {
5 if($value==" ")
6 $value = "$value:OK";
7 echo "($key)$value<br>";
8 }
9 ?>
foreach each

array each (array array_name)
each() array_name

@ :OK”

“ :OK”
array_walk() walk()
/
userdata funcion
PHP foreach
$value
Skey
", M
I "o “ 0K’

I



0 1 key wvaue

key 1 vaue

each() false

et )

/)
)

1 <I- each.php-->
2  <?php
3 $items= array ("a"=>" ", "b"=>"
4 while (list ($key, $value) = each ($items)) {
5 if($value==" ")
6 $value = "$value:OK";
7 echo "($key)$value<br>";
8 }
9 ?>
3.14
32
PHP

for($i =50; $i <100; $i ++) my_array[$i]: R

“ :OK”

pad size

array_pad()
array array_pad ( array input, int pad_size, mixed pad_value)
pad size
pad value
input
$input = array (1, 2, 3);
$result = array_pad ($input, 5, 0); 111, 2,3,0,0)

$result = array_pad ($input, -7, -1);

$result = array_pad ($input, 2, "noop");  //(12, 10, 9)

/-1, -1, -1, -1, 1, 2,3,)

array array_splice (array input, int offset [, int length [, array replacement]])

array_splice()
input
offset
offset input
input
length
length
offset length
replacement
input

Sinput = array ("1", "2", "3", "4");
array_splice ($input, 2);

$input = array array ("1", "2", "3", "4");
array_splice ($input, 1, -1);

$input = array ("1", "2", "3", "4");
array_splice ($input, 1, count($input), "5");

offset

offset
length

liginput = ("1", "2")
/iginput = (“1", "4")

/i$input = ("1, "5")



Sinput = array ("1", "2", "3", "4");
array_splice ($input, -1, 1, array("5", "6")); [[$input = ("1", "2", "3", "5", "6")
PHP4 array_pad () array_splice()

3.1.5

my_array1=(1,2,3) my_array1=(2,3,4)

array_intersect()
array array_intersect ( array arrayl, array array2 [, array ...])
array_intersect() arrayl
arrayl
<?PHP

$arrayl = array ("a" =>"1", "2", "3");
$array2 = array ("b" =>"1", "3", "4");
$result = array_intersect ($arrayl, $array?2);
?>
$result
Array

(
[a] =>1
[=>3

PHP4.0.1 array_intersect() PHP4.0.4

3.1.6

(2,3) PHP

my_array1=(1,2,3)

my_array1=(4,5,6) (1,2,3,4,5,6) array_merge()

array array_merge ( array arrayl, array array2 [, array ...])

$arrayl = array ("name" => "zhang", 33, 24, 32);

$array2 = array ("a", "b", " name " => "wang", "weight" => "130", 4);
$result = array_merge ($arrayl, $array?2);

print_r($result);

Array

(
[name] => wang
[0] =>33
[1] => 24
[2] => 32
[8]=>a



[41=>b
[weight] => trapezoid

[5] =>4
)

Sarrayl “ name’ Sarray2

$array2 “atp g S$arrayl

array_merge_recursive()
“ zhang” “ wang”
3.1.7
my_array1=(1,2,3)

array_reverse()

array array_reverse (array array [, bool preserve keys|)
preserve keys TRUE

$input = array ("php", 4.0, array ("1", "2"));
$result = array_reverse ($input);
$result_keyed = array_reverse ($input, TRUE);

Presult
Array
(
[0] => Array
( [0]=>1
[1]=>2
)
[11=>4
(2] => php
)
$result_keyed
Array
(
[2] => Array
(
[0]=>1
[1]=>2
)
[11=>4
[0] => php
)

PHP4.0.3 preserve keys

“ wang’

array_merge()

(321



3.1.8

PHP array_dlice()
array array_slice (array array_name, int offset [, int length])

offset  length array
offset array_name offset offset
array_name -offset
length offset array length
length length

$input = array (1, 2, 3, 4, 5);

$output = array_slice ($input, 2); /l $output = 3, 4, 5
$output = array_slice ($input, 2, -1); // $output = 3, 4
$output = array_slice ($input, -2, 1); // $output =4
$output = array_slice ($input, 0, 3); // Soutput =1, 2, 3

3.1.9
(5,3,2,4,1

3,4,5 (54,3,2,1) sort()

void sort ( array array_name [, int sort_flags])

void rsort (array array_name [, int sort_flags])

void usort ( array array_name, calback cmp_function)

cmp_function array_name

sort()  rsort() usort() 0

usort()
function cmp ($a, $b) {
if ($a == $b) return O;
if(($a>%b) return 1;
if(($a <$b) return -1;
}
$my_array = array (3, 2, 5, 6, 1);
usort ($my_array, "cmp");
while (list ($key, $value) = each ($my_array)) {
echo "($key): $value\n";
}

0):1
(2): 2
(2):3
3):5
(4): 6

usort() uksort() wuasort() natsort() ksort() krsort()

usort()

-length

(1! 2;



3.1.10
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32
<l-- books_list.php-->
<html>
<head>
<title> </title>
</head>
<?php
I
$books_array=array(
array( "name"=>" 2005",
“price"=>20.00,
"author"=>"wang"),
array( "name"=>"
"price"=>18.23,
"author"=>"zhang"),
array( "name"=>"
“price"=>34.99,
"author"=>"zhou"),
array( "name"=>"
"price"=>11.45,
"author"=>"wu"),
array( "name"=>" 23 "
“price"=>22.50,

"author"=>"bao"),



25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
B9
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77

compare_*():
$arrayl,$array2;

/[compare_name
function compare_name($arrayl,$array2){
return strcmp($arrayl[name],$array2[name]);
}
/lcompare_price
function compare_price($arrayl,$array2){
return ($arrayl[price]-$array2[price]);
}
/lcompare_author
function compare_author($arrayl,$array2){
return strcmp($arrayl[author],$array2[author]);
}
I
function show_books(&$books_array){
if(count($books_array)){
foreach($books_array as $key => $value) {

echo "<tr><td>$key</td><td> $value[namel<td></tr>";
echo "<tr><td></td><td> $value[price] <td></tr>";
echo "<tr><td></td><td> $value[author]<td></tr>";
Miforeach
Yiif
Y/show_books
>
<body>
<?php
echo "<h2> ".count($books_array)." </h2>";

switch($_POST["by_what"){
case "by_price":

echo " ":break;
case "by_name":
echo " "break;
case "by_author":
echo " ":break;
}
?>
<table width="600" border=1>
<tr>
<td width="10%"> </td>
<td width="90%"> </td>
</tr>
<?php

switch($_POST["by_what"]){

case "by_price":
usort($books_array,"compare_price");break;
case "by_name":
usort($books_array,"compare_name");break;
case "by_author":



78 usort($books_array,"compare_author");break;

79 }
80 show_books($books_array);
81 ?>
82 </table>
83 <form action="<?php echo $PHP_SELF; ?>" method="post">
84
85 <select name="by_what">
86 <option disable> ...</option>
87 <option value="by_name"> </option>
88 <option value="by_price"> </option>
89 <option value="by_author"> </option>
90 </select>
91 <input type="submit" hame="0k" value=" ">
92 </form>
93 </body>
94 </html>
83 PHP $PHP_SELF
56 71 $ POST HTML FORM
PHP4 HTTP_POST_VARS PHP5
$_POST PHP

3.4

34.1

$capital_array=array(
“Shandong“=>"Jinan",
“Shanxi“=>“Taiyuan®,
“Hebei"=>“Shijiazhuang",
“Henna“=>"Zhengzhou*

$capital [‘Shandong“]="Jinan"

3.4.2



$capital_array

$capital_array[“Guangdong’]="Guangzhou”;

3.4.2
PHP unset()
void unset ( mixed var [, mixed var [, ...]])
unset()
$capital_array “ Hebei”
unset($capital_array["Hebe"]);
344
PHP
isset()
bool isset ( mixed var [, mixed var [, ...]])
isset() 222
$capital_array
“ Qingha”
if( ! isset($capital_array["Qinghai"]))
$capital_array[“Qinghai”]="Xining";
else
return;
isset() fase 0 NULL
empty() 222
3.4.5
in_array()
bool in_array ( mixed needle, array array_name [, bool strict])
array_name needle TRUE FALSE
strict TRUE  in_array() needle array_name
$capital_array “« Jinan”
if(in_array("Jinan",$capital_array))
echo 1;
else

echo 0;



needle PHP 420
needle

3.4.6

3.3

3.2

PHP PHP



13 MySQL
MySQL MySQL
13.1 SQL
SQL MySQL ‘ " MySQL SQL
mysq| SQL
SQL mysql_query() SQL
13.1.1 SQL
SQL Structured Query Language
SQL ANS
SQL SQL
“ select* from| ] Oracle
SQL Server Foxpro MySQL DB2
SQL 4
1
2
3
4
SQL 13.1
13.1 SQL
SQL
CREATE/ALTER/DROP TABLE I
CREATE/ ALTER/DROP VIEW I
CREATE/ALTER/DROP INDEX I
INSERT
UPDATE
DELETE
SELECT
GRANT
REVOKE
SQL
MySQL mysql SQL

PHP SQL



13.1.2 SQL

SELECT SQL SQL
SELECT
SELECT ColumnName FROM TableName WHERE Condition
SQL SQL
SELECT sname FROM students
FROM WHERE
SQL
13.1.3 SQL
MySQL SQL SQL
g
“ /* ” i@ */n
# This is a single line comment
-- This is a single line comment
[* this is a single line comment*/
[* this is the start of a multiline comment
this is the end of a multiline comment*/
13.1.4 MySQL SQL
SQL SQL
MySQL SQL 13.2
13.2 MySQL SQL
SQL
CREATE/DROP DATABASE USE
CREATE/ALTER/DROP TABLE
CREATE/ALTER/DROP INDEX
SELECT

DESCRIBE EXPLAIN SHOW

REPLACE

DELETE INSERT UPDATE LOAD DATA OPTIMIZE TABLE




FLUSH GRANT KILL REVOKE

CREATE/DROP FUNCTION LOCK/UNLOCK TABLES SET

MySQL SQL SQL
13.2
MySQL SQL MySQL
13.2.1 (CREATE DATABASE)
MySQL CREATE DATABASE
CREATE DATABASE db_name
db_name
MySQL
1 oty
2 64
256
3 MySQL
mysql student_course

mysql>CREATE DATABASE student_course;
mysqgl> show databases;
+

+

| Database |

+ +
I
I
+

| mysal
| student_course
+

2 rows in set (0.07 sec)

13.2.2 (DROP DATABASE)

DROPDATABASE

DROP DATABASE db_name
DROP DATABASE

mysql student_course

mysql>DROP DATABASE student_course;
mysql> show databases;
+ +

| Database |




| mysql I
+ +
1 rows in set (0.07 sec)

DROP DATABASE
13.2.3 (USE)
USE
USE db_name
USE
dbl db2

SELECT * FROM db2.tablel

USE db2
SELECT * FROM tablel

13.3

MySQL

13.3.1 (CREATE TABLE)

MySQL CREATE TABLE

CREATE TABLE table_name
(

column_name_1 data_type_1 constraint_1,
column_name_2 data_type_ 2 constraint_2,

column_name_n data_type_n constraint_n
)
column_name data type constraint
CREATE TABLE
CREATE [TEMPORARY] TABLE [IF NOT EXISTS] table_name
(create_definition,...)
[table_options]
[[[IGNORE|REPLACE] select_statement]



create_definition=
{
column_declaration
|PRIMARY KEY (index_columns)
|KEY [index_name] (index_columns)
|INDEX [index_name](index_columns)
|UNIQUE [INDEX] [index_name] (index_columns)
|[[CONSTRAINT symbol] FOREIGN KEY index_name (index_columns)
|[reference_definition]
|CHECK (expression)

}

column_declaration=
column_name column_data_type
[NOT NULL|NULL] [DEFAULT default_value]
[AUTO_INCREMENT] [PRIMARY KEY] [reference_definition]

reference_definition=
REFERENCES table_name [(index_columns)]
[MATCH FULL|MATCH PARTIAL]
[ON DELETE refenece_option]
[ON UPDATE refenece_option]

refenece_option=
{RESTRICT|CASCADE|SET NULL|NO ACTION|SET DEFAULT}

create_definition column_declaration FOREIGN KEY

reference definition CHECK
1

column_declaration column_name column_type

104

NULL  NOT NULL NULL

NULL
DEFAULT default value BLOB TEXT

NULL NULL
NULL
AUTO_INCREMENT
0
TIMESTAMP
oo DATE ©oo “0000-00-00"
ENUM ENUM

AUTO_INCREMENT

AUTO_INCREMENT 1 AUTO_INCREMENT

UNIQUE PRIMARY KEY NOT NULL

PRIMARY KEY
UNIQUE UNIQUE

2



PRIMARY KEY UNIQUE INDEX KEY PRIMARY KEY

INDEX KEY
index_columns
index_name
SQL students id
age INDEX

CREATE TABLE students

(

13.3.2

id SMALLINT UNSIGNED NOT NULL AUTO_INCREMENT,
name VARCHAR(30) NOT NULL,

age INT NOT NULL,

PRIMARY KEY (id),

INDEX(name,age)

(IF NOT EXISTS)

CREATE TABLE IF NOT EXISTS
IFNOT EXISTS
CREATE TABLE
IF NOT EXISTS

students

CREATE TABLE IF NOT EXISTS students

(

13.3.3

id SMALLINT UNSIGNED NOT NULL AUTO_INCREMENT,
name VARCHAR(30) NOT NULL,

age INT NOT NULL,

PRIMARY KEY (id),

INDEX(name,age)

(TEMPORARY)

MySQL CREATE TEMPORARY TABLE

SQL temp_student

CREATE TEMPORARY TABLE temp_student

(

id SMALLINT UNSIGNED NOT NULL AUTO_INCREMENT,
name VARCHAR(30) NOT NULL,

age INT NOT NULL,

PRIMARY KEY (id),

INDEX(name,age)

UNIQUE

name



13.3.4 SELECT

SELECT

CREATE TABLE new_table_name SELECT * FROM talbe_name [WHERE ...]
SQL young_students students 20

CREATE TABLE young_students SELECT * FROM students WHERE age <20
1

WHERE
WHERE “ WHERE 1<>1" LOAD DATA

CREATE TABLE new_table name SELECT * FROM talbe_name WHERE 1<>1

13.3.5 (ALTER TABLE)

ALTERTABLE
students “ "
ALTER TABLE

ALTER [IGNORE] TABLE table_name action_list
MySQL ALTERTABLE action

VARCHAR CHAR
ALTER TABLE

ALTER TABLE table_name RENAME AS new_table_name
2
CHANGE MODIFY
students id SMALLINT UNSIGNED INT

UNSIGNED

ALTER TABLE students MODIFY id INT UNSIGNED
ALTER TABLE students CHANGE id id INT UNSIGNED
CHANGE id CHANGE

MODIFY id sid

ALTER TABLE students CHANGE id sid INT UNSIGNED



CHANGE

students

VARCHAR CHAR
ALTER TABLE students MODIFY name CHAR(40)

4

CHAR
CHAR
ALTER TABLE students MODIFY name VARCHAR(40)

1331 CREATETABLE create definition

13.3.6 (DROP TABLE)

DROP TABLE table_name
MySQL DROPTABLE

DROP TABLE students,courses,...

DROPTABEL IFEXISTS
DROP TABLE IF EXISTS students
CREATE TABLE IF EXISTS DROP TABLE

13.4

13.4.1

14

10.3

13.3 students

VARCHAR

action_list

name

MySQL

134

sid sname sgender

sage

52 zhang M

21




22 wang M 22
33 li F 19
41 zhao M 20
students
14.2 name students
12.2 name students
Index Sid Sname sgender sage
[ 52 Zhang M 21
w ] 22 wang M 22
S 33 li F 19
Z “—p 41 zhao M 20
name
2
t1 t2 t3 cl c2 c3 1000
1 1000
SELECT cl1,c2,c3 FROM t1,t2,t3 WHERE c1=c2 AND c1=c3
1000 3
WHERE 1000
x 1000x 1000
1 tl
2 t2 t2 tl t3
t3 tl
3 t1 t1
tl t2 t3
MySQL WHERE
13.4.2
CREATE TABLE CREATE INDEX ALTER
TABLE
1 ALTERTABLE
ALTER TABLE UNIQUE PRIMARY KEY

ALTER TABLE table_name ADD INDEX index_name (column_list)
ALTER TABLE table_name ADD UNIQUE (column_list)
ALTER TABLE table_name ADD PRIMARY KEY (column_list)



table name column_list
index_name MySQL
ALTER TABLE

2 CREATEINDEX

CREATE INDEX UNIQUE

CREATE INDEX index_name ON table_name (column_list)
CREATE UNIQUE INDEX index_name ON table_name (column_list)

table name index_name column_list ALTER TABLE
CREATE INDEX PRIMARY KEY
3
PRIMARY
KEY UNIQUE
PRIMARY KEY UNIQUE PRIMARY KEY
PRIMARY  UNIQUE PRIMARY KEY
SQL students sid PRIMARY KEY
ALTER TABLE students ADD PRIMARY KEY (sid)
13.4.3
ALTER TABLE DROP INDEX CREATE INDEX
DROP INDEX ALTER TABLE
DROP INDEX index_name ON talbe_name
ALTER TABLE table_name DROP INDEX index_name
ALTER TABLE table_name DROP PRIMARY KEY
table_name index_name
PRIMARY KEY PRIMARY KEY
PRIMARY KEY
UNIQUE MySQL UNIQUE
13.5
10.3 students_courses

students courses stu_cou

13.5.1 INSERT



INSERT
LOAD DATA  mysglimport
INSERT
INSERT INSERT

INSERT INTO table_name VALUES(valuel,value2,...)

# students
mysql> INSERT INTO students VALUES

> (1, oL21);
# courses C
mysql> INSERT INTO courses VALUES

-=>(1,'C "3, s
# stu_cou
mysql> INSERT INTO stu_cou VALUES

->(1,2,90);

VALUES MySQL
AUTO_INCREMENT
NULL
INSERT

INSERT INTO table_name VALIUES (...),(...),...

mysql> INSERT INTO students VALUES
=>(1 21,
=>(2) Y \22);

INSERT INTO table_name(column_namel,column_name2,...) VALUES(valuel,valuel,...)

mysql> INSERT INTO courses(cid,cname,ccredit) VALUES
-=>(1,C 43);

mysql> INSERT INTO courses(cid,cname,ccredit) VALUES

->(1,C "3);
> (2, '2);
NULL
3 col_name = value

INSERT INTO table_name SET column_namel=valuel,column_name2=value2,...

mysql> INSERT INTO courses SET
-> (cid=1,,cname='C ',ccredit=3);
INSERT



13.5.2 LOAD DATA

LOAD DATA

mysql> LOAD DATA LOCAL INFILE "students_data.txt" INTO TABLE students;
students_data.txt

students LOAD DATA tab
13.5.3 mysglimport
LOAD DATA mysqlimport
mysqglimport LOAD DATA
mysqglimport
% mysqlimport --local students_coureses student.txt
Mysqglimport LOAD DATA student.txt student
Mysqglimport
student.txt student president.txt president
table.l.txt table.2.txt
mysqglimport
tablel.txt  table2.txt mysglimport tablel
table?
1354 UPDATE
UPDATE

UPDATE table_name
SET column_namel=new_valuel,column_name2=new_value2,...
WHERE Condition

WHERE

3 Fﬂ
UPDATE students SET sgender="F'

UPDATE students SET sage=sage+1
WHERE

13.5.5 DELETE

DELETE
DELETE FROM table_name
WHERE Condition
UPDATE WHERE



“ P
DELETE FROM students WHERE sgender='f'
“ P 21
DELETE FROM students WHERE sgender='f' AND sage>21
WHERE DELETE

DELETE FROM students
WHERE

13.6

INSERT UPDATE DELETE students_courses
SELECT SELECT

SELECT selection_list --

FROM table_list --

WHERE primary_constraint --
GROUP BY grouping_columns --
ORDER BY sorting_columns --
HAVING secondary_constraint --
LIMITcount

“ SELECT” column_list

13.6.1

SELECT oo

students

mysql> select * from students;
ot + + +

| sid | sname | sgender |sage |

+ -+ +
|1 I | 21
| | 22
[ .. I
ot + +
X rows in set (0.04 sec)

+ — — —

DESCRIBE student

mysql> select sname from students;

Ao +
| sname |
L +
I I
I I
[ I
Ao +

SELECT * FROM student



mysql> select sid,sname,sgender,sage from students;

mysql> select shame,sgender,sage,sid from students;

dbmmmeme B dbmmmee b +
| sname | sgender | sage | sid |
e — Ao e A== +
I I | 21 | 1]
I I | 22 | 2]
(- [ - I I
b dbmmmmmems b b +

13.6.2

e A e +-—— +
| name | gender |age [id |
I I | 21 | 1]
I I |22 | 2]
[ ] | .. [ |
MySQL
SELECT
1

SQL students

mysql> select * from students where sage >21;

+ + + + +
T T T T T

| sid | sname | sgender | sage |

21

CESSSES CITSSSSSSS CISSSSSRSe (I SSSSSS +
| 2] I | 22|
A== e Abemmmmmmms b +
2
FROM
WHERE
mysql> SELECT sname FROM students,stu_cou
-> WHERE
-> students.sid=stu_cou.sid AND stu_cou.score<60
>
students.sid=stu_cou.sid students  stu _cou

students.sid=stu_cou.sid

300 100x 200x 300=6"000" 000

FROM

100 200



WHERE

WHERE
SQL snhame
mysql> SELECT students.sname FROM students,stu_cou
-> WHERE

-> students.sid=stu_cou.sid AND stu_cou.score<60
S °

tablename.colname
students

13.6.3 WHERE
WHERE Condition
135
13.5 where
LIKE
<>
NOT LIKE
<
>
<=
>=
AND AND
OR OR
NOT NOT
1
mysql> SELECT * FROM stu_cou
> WHERE scORe > 60;
2
mysql> SELECT * FROM students
> WHERE sgender ='f';
mysql> SELECT * FROM students
> WHERE sname like' %'
3
1981 shirthday
TABLE

mysql> SELECT * FROM students
> WHERE sbirthday <'1981-01-01";

ALTER



4 NULL

NULL “ ? NULL
NULL NULL
NULL
mysql> SELECT NULL=NULL, NULL=0;

+ + +

NULL=NULL |NULL=0 |

+ + +
| NULL | NULL |
+ + +
NULL = < NULL
NULL ISNULL ISNOT NULL

mysql> SELECT * FROM courses
> WHERE cteacher IS NOT NULL;

1981
mysql> SELECT * FROM students,stu_cou
-> WHERE students.sid=students.sid
-> AND sbirthday <'1981-01-01' AND sgender ='f' AND score < 60;
21 22
mysql> SELECT * FROM students
-> WHERE (sage<21 AND sgender='f') OR (sage<22 AND sgender="m');

13.6.4 GROUP BY

GROUPBY

mysql> SELECT AVG(sage) as avg_sage,sgender FROM students GROUP BY sgender ;
Abemmmmmmmms A emmmmmmms +

| AVG_sage | sgender |

| 21.5000 | |

| 20.0000 | |

e CISSSSSSS +

mysql> SELECT sage,AVG(score) FROM students,stu_cou
-> where students.sid=stu_cou.sid
-> GROUP BY sage;

dbmmmes dbmememmmmmes +

| sage | AVG(score) |

B S— | — +
| 21|  89.0000 |
| 22|  78.0000 |
sz . +

GROUPBY AVG() SUM()



mysql> SELECT sname,AVG(sage) as avg_sage,sgender FROM students GROUP BY sgender

+ + + +
| sname | AVG_sage | sgender |
+ + + +
| | 21.5000 | |
MySQL sname
13.6.5 DISTINCT
DISTINCT SQL  courses

mysql> SELECT DISTINCT cteacher from courses ;

13.6.6 ORDER BY

ORDER BY

mysql> SELECT * FROM students ORDER BY sname;

+---- + + + i
| sid | sname | sgender | sage |
A== + + + +
| 2] I | 22 |
| 1] I |21 |
+---- + + + i
3 rows in set (0.00 sec)
ORDER BY DESC

mysql> SELECT sname FROM students,stu_cou,courses
-> WHERE students.sid=stu_cou.sid AND courses.cid=stu_cou.cid
-> AND courses.cname=" '
-> ORDER BY score DESC;

CISSSESSe +
| sname |
R +
I I
I I
CISSSESSe +

3 rows in set (0.00 sec)
NULL NULL



NULL

mysql> SELECT * FROM courses
-> ORDER BY cteacher, cname DESC;

- + + + +
| cid | cname | ccredit | cteacher |

Abmeme + + + +
| 1 I I 3] I

| 1 IC I 3] I

| 2 I I 3] I

| 3 I I 3] I

Abmeme + + + +

3 rows in set (0.00 sec)

13.6.7 CONCAT

SELECT CONCAT

mysql> SELECT CONCAT(sname,":",sage) FROM students;

(SRR +

| CONCAT(sname,":",sage) |

e +

| 21 |

| 22 |

CONCAT

MySQL AS

mysql> SELECT CONCAT(shame,":",sage) AS basic_info FROM students;

Fommmnmeeeen +

| basic_info |

Aemmmmmmmsoms +

| 21 |

| 22 |

Fommmnmeaeaas +

basic_info

13.6.8 LIMIT

LIMIT

5

mysql> SELECT sname FROM students,stu_cou,courses
-> WHERE students.sid=stu_cou.sid AND courses.cid=stu_cou.cid
-> AND courses.cname="' '
-> ORDER BY score
-> LIMIT 5;



| sname |
Fomeeee- +
I I
I I
tommmeen +

5 rows in set (0.11 sec)
LIMIT

10 20
mysql> SELECT sname FROM students,stu_cou,courses

-> WHERE students.sid=stu_cou.sid AND courses.cid=stu_cou.cid
-> AND courses.cname="' '

-> ORDER BY score
-> LIMIT 9 10;

13.6.9

MySQL

SQL sum_scoure

mysql> select sum(score) as sum_scoure from students,stu_cou
-> where students.sid=stu_cou.sid and students.sname=" ;

e +
| sum_scoure |
Aemmmmmmmsoms +
| 178 |
dbmmmemmmmmes +

SQL
avg_scoure

mysql> select sum(score)/sum(ccredit) as avg_scoure from students,stu_cou,courses
-> where students.sid=stu_cou.sid and students.sname=" "

Aemmmmmmmsoms +
| avg_scoure |
[ R +
| 29.67 |
dbmmmemmmmmes +
MySQL
MySQL
SQL
mysql> select *,year(now())-sage as sbirthday from students;
A= e Abemmmmmmms e eemmmmmooes +
| sid | sname | sgender | sage | shirthday |
| 1] | | 21| 1985 |
| 2] | | 22| 1984 |

R S Ao A 3 emsemsemss +



13.7

MySQL
1 SHOW

SHOW DATABASES

SHOW TABLES

SHOW TABLES FROM db_name

SHOW COLUMNS FROM thl_name
SHOW INDEX FROM tbl_name

SHOW TABLE STATUS

SHOW TABLE STATUS FROM db_name

2 DESCRIBE/EXPLAIN
DESCRIBE tbl_name  EXPLAIN tbl_name SHOW COLUMNS FROM thl_name

mysql> use student_course;
Database changed

mysql> show tables;

+

+
| Tables_in_student_course |
+ +
I
I
I
+

| courses
| stu_cou
| students
+

3 rows in set (0.00 sec)

mysql> show columns from students;

+ + + + + + +

| Field | Type | Null | Key | Default | Extra |
+ + + + + + +
| sid | int(11) | | |0 | |
| sname | varchar(50) | | | [ [
| sgender | char(2) | YES | | NULL | |
| sage | int(11) | YES | | NULL | |
+ + + + + + +
3 mysglshow

mysqglshow SHOW
% mysglshow

% mysqglshow db_name

% mysglshow db_name tbl_name

% mysqglshow --keys db_name thl_name
% mysqlshow --status db_name



4 mysgldump

CREATE TABLE
13.8 MySQL
MySQL
MySQL
1
SELECT

SELECT* FROM students
WHERE sid IN (

MySQL

SELECT

SELECT sid FROM stu_cou AND score<60

)

LOCK TABLES UNLOCK TABLES

2
SQL
MySQL SQL
MySQL
3

student_course

students
students
student
MySQL MySQL
DELETE
sid=1
stu_cou

delete from students where

stu_cou
score.student_id

CREATE TABLE

MySQL

SQL Server

sid=1

ALTER TABLE
MySQL
SQL
/
/ SQL
sid
score
FOREIGN KEY
MySQL
students



delete from stu_cou where sid=1

4
SQL
Delete
MySQL
5
MySQL
MySQL
MySQL
MySQL
5 6

MySQL

Delete



19

MySQL  password()

19.1

19.1.1

19.1.2

MySQL

Web



19.2 XOR

XOR
19.2.1 XOR
A B
C A
XOR

1

2

3
19.2.2 XOR

XOR

XOR



Skey

6-12

$key
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<I--encrypy_xor: XOR
<?php
I
function myEncrypt($string, $key)
{
for($i=0; $i<strlen($string); $i++)
{
for($j=0; $j<strlen($key); $j++)
{
$string[$i] = $string[$i] $key[$i];

}

return $string;

myEncrypt() $string
XOR
for

gjnction myDecrypt($string, $key)
{ for($i=0; Si<strlen($string); $i++)
{ for($j=0; $j<strlen($key); $j++)
{ $string[$i] = Skey[$j] $string[$i];

}

return $string;

myDecrypt () $string
XOR

I

$my_password="chair";

echo "my_password = $my_password<br>";
$my_key="1234567890";

$my_password_en=myEncrypt($my_password,$my_key);

echo "my_password_en = $my_password_en<br>";

$my_password_de=myDecrypt($my_password_en,$my_key);

echo "my_password_de = $my_password_de<br>";
$my_password 4

my_password = chair
my_password_en = RYPXC
my_password_de = chair

Skey

for

Skey

$my_key

7 8

8-11



19.2.3 XOR

XOR /
XOR
1
2
184.1

“ " 1842 * K “ "
1. <?php

2. session_start(); I Session

3. $user_name=$_POST["user_name"];

4, session_register("user_name") ; I $user_name , $
5.

6. require_once("sys_conf.inc"); I

7. require_once("encrypy_xor.php"); 1l xor

8.

9. /i

10. $link_id=mysql_connect($DBHOST,$DBUSER,$DBPWD);

11. mysql_select_db($DBNAME); 1 my_chat

12.

13. /i

14. $str="select name,password from user where name ='$user_name"’;

15. $result=mysgl_query($str,$link_id); /i

16. @$%$rows=mysql_num_rows($result); 1

17. $user_name=$_SESSION["'user_name'];

18. $password=$_POST["password"];

19. $password_en=myEncrypt($user_name,$password); 1

20.

21. /i

22. if($rows!=0)

23. {

24. list($name,$pwd)=mysqgl_fetch_row($result);

25, $password_de=myDecrypt($pwd,$password); //

26.

27. I

28. if($user_name==$password_de)

29. {

30. $str="update user set is_online =1 where name ='$user_name' and

password="$password_en"’;
31. $result=mysqgl_query($str, $link_id); //



32. require("main.php"); /

33. }

34. I

35. else

36. {

37. require("relogin.php");

38. }

39. }

40. /i

41. else

42. {

43. $str="insert into user (name,password,is_online)

values(‘$user_name','$password_en',1)";

44, $result=mysgl_query($str, $link_id); //

45, require("main.php"); //

46. }

47. /i

48. mysql_close($link_id);

49. 7>

7 encrypy_xor.php
19 44
24 25
28
19.2.4
XOR
512

1. <!I--keygen.php: >

2.  <?php

3

4, I $len

5. function generate_key($len)

6 {

7 $lowerbound = 35 ;

8 $upperbound = 96 ;

9. $strMyKey =",

10.

11. for($i=1;$i<=%len;$i++)

12. {

13. $rnd=rand(0,100); I

14. $k = (($upperbound - $lowerbound) + 1) * $rnd + $lowerbound;

15. $strMyKey=$strMyKey.$k;



16. }

17. return $strMyKey;

18. }

19.

20. Il $file_name

21. function write_key($key, $file_name)
22. {

23. $filename="C:\key.txt";

24, $key=generate_key($key,512);
25.

26. I $filename
27. if(l$handle=fopen($filename,'w"))
28. {

29. print" $filename”;
30. exit;

31 }

32.

33. Il $key

34, if('fwrite($handle,$key))

35. {

36. print" $filename”;
37. exit;

38. }

39. fclose($handle);

40. }

41.

42. /i

43. function get_key($file_name)

44, {

45, 1

46. $fp = fopen ($file_name, "r");
47. $result="";

48. I

49. while (feof($fp))

50. {

51. $buffer = fgets($fp, 4096);
52. $result=$result.$buffer;

53. }

54, return $result;

55. }

56.

57. 1r*

58. $KeyLocation = "C:\key.txt"; /i
59. $key="123456";

60. write_key($key,$KeyLocation);

61. echo get_key($KeyLocation);

62. 1%l

63. ?>

generate_key($len) $len
write_key($Skey,$file_name) $file_name

get_key($file_name) $file_name



11-18

lowerbound  upperbound

ASCII

208123915925183361116049369344372701567721435181102718332639307390344373445407
524316475863232913993383189547474747394154915312639841226741894189965623523913
011164730113445201935692839710274127251577929493941487145611337531549110895367
593586318332391170941272701152344371709270125776235313540032267139933835677407
617384135696111239130732949469623520815987524358635491542913374933524334454251
400327015367133759324537171709152357391089524342514685239122673135531363151191

833412771743139654...
XOR
/ XOR
19.3 crypt()
PHP crypt()
19.3.1 crypt()
Windows crypt()
crypt()
string crypt (string input_string [, string salt])
input_string salt
PHP 2 DES
MD5 PHP 12
print "My system salt size is: ". CRYPT_SALT_LENGTH;
crypt() 191 salt
19.1 crypt()
Salt
CRYPT STD DES 2-character (Default)
CRYPT_EXT DES 9-character
CRYPT_MD5 12-character beginning with $1$
CRYPT_BLOWFISH 16-character beginning with $2$

crypt()



my_chat

name ='Suser_name' and

19.3.2 crypt()
crypt()

19.2.3
1. <I--check_user_crypt.php crypt()
2.  <?php
3. $user_name=$_POST["'user_name"];
4, require_once("sys_conf.inc"); I
5.
6. /)
7. $link_id=mysqgl_connect($DBHOST,$DBUSER,$DBPWD);
8. mysql_select_db($DBNAME); I
9.
10. 1
11. $str="select name,password from user where name ='$user_name";
12. $result=mysql_query($str,$link_id); 1
13. @%rows=mysgl_num_rows($result); i/
14. $user_name=$_SESSION["user_name"];
15. $password=$_POST["password"];
16. $salt = substr($password, 0, 2);
17. $password_en=crypt($password,$salt); // crypt()
18.
19. /i
20. if($rows!=0)
21. {
22. list($name,$pwd)=mysql_fetch_row($result);
23.
24, 1
25, if($pwd==$password_en)
26. {
27. $str="update user set is_online =1 where
password="$password_en";
28. $result=mysql_query($str, $link_id); //
29. require("main.php"); Il
30. }
31 /i
32. else
33. {
34. require("relogin.php");
35. }
36.
37. }
38. 1
39. else
40. {
41. $str="insert into user

values(‘$user_name','$password_en',1)";

42.

$result=mysgl_query($str, $link_id); //

(name,password,is_online)



43. require("main.php");

44. }
45, Il
46. mysql_close($link_id);
47. ?>
XOR
17 crypt()
rock 123456
12tir.zIbWQ3c
crypt()
19.4 MD5
crypt()
MD5
194.1 MD5
MD5 Message-Digest Algorithm 5
MD5
<l--md5_test.php: md5() = -
<?php
$msg ="

echo "msg: $msg"."<br>";

$enc_msg = md5($msg);

echo "hash: $enc_msg "."<br>";
?>

PHP md5()

msg:
hash: 06f8a3f0al1190ef25cc4556af7a7cdbe
32

I

25

crypt()

PHP

MD5

16



19.4.2 MD5

MD5
PHP md5()
PHP md5() 128 32
MD5
1. <?php
2. $user_name=$_POST["user_name"];
3.
4. require_once("sys_conf.inc"); I
5.
6. /i
7. $link_id=mysql_connect($DBHOST,$DBUSER,$DBPWD);
8. mysql_select_db($DBNAME); Il my_chat
9.
10. I
11. $str="select name,password from user where name ='$user_name"’;
12. $result=mysql_query($str,$link_id); I
13. @%rows=mysgl_num_rows($result); I
14. $user_name=$_SESSION["user_name"];
15. $password=$_POST["password"];
16. $password_en=md5($password); I md5t()
17.
18. /i
19. if($rows!=0)
20. {
21. list($name,$pwd)=mysql_fetch_row($result);
22.
23. 1
24, if($pwd==$password_en)
25. /...
26. I
27. else
28. /...
29.
30. }
31. I
32. else
33. {
34, $str="insert into user
(name,password,is_online) values(‘$user_name','$password_en',1)";

35. $result=mysgl_query($str, $link_id); //
36. require("main.php"); Il
37. }
38. /i
39. mysql_close($link_id);
40. ?>

3 crypt() 16 md5()



25 28 19.3.2
19.4.3
crypt() md5()
Mcrypt Mhash PHP
Mcrypt 22
Mcrypt http://mcrypt.sourceforge.net/

LINUX

gunzipmcrypt-x.x.x.tar.gz

tar -xvfmcerypt-x.x.x.tar

Jconfigure --disable-posix-threads

make

make install

cd to your PHP directory.

.Jconfigure -with-mcrypt=[dir] [--other-configuration-directives]

make
make install
PHP
Mcrypt 35
/
Mcrypt

1. <!--Mycrypt.php Mcrypt - >
2. <?php
3. $string=" Y Il
4.  S$key ="123456789" ; I
5. $cipher_alg = MCRYPT_RIINDAEL_128; //
6.
7.
8. $iv=mcrypt _create_iv( mcrypt_get_iv_size($cipher_alg,

MCRYPT_MODE_ECB), MCRYPT_RAND);
9.  print "Original string: $string <p>"; /I

10. /I

PHP

PHP

11. S$encrypted_string = mcrypt_encrypt($cipher_alg, $key, $string, MCRYPT_MODE_CBC, $iv);

/)

12. Echo "Encrypted string: ".bin2hex($encrypted_string)."<p>"; //
13.

14. /I

15. $decrypted_string =mcrypt_decrypt( $cipher_alg, $key,

$encrypted_string, MCRYPT_MODE_CBC, $iv);

16. print "Decrypted string: $decrypted_string"; //
17. ?>
15 mcrypt_encrypt()  mcrypt_decrypt()

Mcrypt



mcrypt_create iv() hence, iv

Original string:
Encrypted string:
02a7c58b1lebd22a96554879694b091e60411cc4dea8652bb807234fa06bbfb20e7lecf525f29df58e

28f3d9bf541f7ebcecf62b89fde4d8e7balebeccO9ea24850478c11742f5cfald23fe22fe8 bfbab5e
Decrypted string:

PHP
Web
XOR

PHP crypt() md5()
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